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Scenmio #1 A concemed pment calls the local
police depmtment because herI2~yem~ old child has
received "suggestive" e-mail messages on the com­
puter at home She wants the police to "do something"
about it

Scenmio #2, A 16~yem~0Id teenager is several
homs late retuming home from school, and her pm­
ents are wOllied They have copies of e,~mail mes~

sages received by the teen hom "Bob," suggesting
that they meet and "get to know each other better"
Attached to these messages are images of what ap~

pem's to be adult pomography,

Scenario #3., While 'sUIfing the Net,' a teacher
comes across sites offering "hot pies" of "preteens"
He downloads some of these im­
ages, and contacts the local police
department He describes some of
them as "drawings"(e"g"cartoons),
and others as appearing to be pho­
tographs,

These scenarios represent
cases involving potential child ex­
ploitation which are increasingly
coming to the attention of law en­
forcement throughout the conntry,
What can the police do in each of
these situations? Have any crimes
been committed? The answers to
these questions ar'e not necessar­
ily clear nor well-settled, and may
depend, in part, on the state (or states) in which the
events happened, IIaditional notions of jUIisdiction
in criminal matters are difficult to apply to snch cases,
since computer communication can so quickly and
easily cross state and national boundaries" Two ob­
seivations are evident in these scenarios: first, more
information is needed to make a reasonable decision;
and second, there is reason to be concerned about the
use of computers to facilitate harm to children under
each of the circumstances described above,

While computer technology has developed very
rapidly, applicable laws have lagged behind And
though it is nearly impossible to fully anticipate how
computer technology will evolve and be nsed in the
fnture, a number of states have crafted legislation
addressing the use ofcomputer-related technology to
exploit children, By the end of 1997, at least 18 states!,
as well as the US, Congress, included language in
their child pornography statutes which specifically
mentions the use of computers, computer tape or
disks, or visual depictions by electronic means" Many
of these laws prohibit the use of computers to pl'O-

lArizona, Arkansas, California, Florida, Idaho, Illinois, In­
diana, Kansas, Maryland, Michigan, Mississippi, Montana,
Nevada, New Jersey, New Mexico, Pennsylvania, Texas,
Virginia (Child Abuse and Neglect State Statute Series,
Computer Crimes, December 31,1997)

duce, disseminate, sell or possess child pornography
At least seven states', in addition to the federal law,
also have specific provisions which ban the use of
computers to solicit orlme children into engaging in
sexual activity

Federal Statutes

The federal statutes commonly invoked to charge
computer-related child pornography offenses are
found in 18 US C §§ 2252 and 2252A Section 2252
prohibits the transportation, shipment, dislIibution, re­
ceipt, reproduction, and sale, or possession with the
intent to sell, of any visual depiction of a minor en­
gaging in sexually explicit conduct', by any means,
including by computer, and also prohibits the posses­

sion of 3 or more items, as dis­
cussed below, which contain a
sexually explicit visual depiction
The federal possession offense,
found in 2252(a)(4)(B),
criminalizes the knowing posses­
sion of "3 or more books, maga­
zines, periodicals, films, video
tapes, or other matter which
contain any visual depiction "
(Emphasis added) Three com­
puter diskettes, as well as 1 hard
drive and 2 diskettes, have been
the subject of successful federal
prosecutions as "other matter,"
There are two gIOunds for fed­
eral jurisdiction found in this stat­

ute: 1) that the visual depictions themselves traveled
in interstate or foreign commerce; or 2) that the ma­
terials used to produce the visual depictions trav­
eled in interstate or foreign commerce

Section 2252A, effective September 30, 1996,
added another possession offense which prohibited
the possession of three or more images (on anyone
medium, for example one hard drive or one CD-Rom)
of "child pornography," As of October 30, 1998, pos­
session of even a single image is banned by statute
(18 USC 2252(a)(4)(b) and 18 USc. 2252A(a)(5)
(B» (The new Protection of Children fIOm Sexual
Pr'edators Act of 1998 contains a number of provi­
sions which change federal law in this area For a
listing of some of the key provisions, see the box

continued On next page

2Alabama, Florida, Illinois, Indiana, New Mexico, North
Carolina, Oklahoma (Child Abuse and Neglect State Stat­
ute Series, December 31, 1997) Burns Ind. Code Ann §
35-42-6(997); 98 NM. ALS 64, 1998 N M, Laws 64,
N.M. Ch, 64, 1998 N M SB 127; N..C Gen Stat § 14,­
2023 (1997)

311Sexually explicit conduct" is defined in 18 U S,C §
2556(2), and includes the "lascivious exhibition of the
genitals or pubic area of any person II
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accompanying this article) "Child pomography" is
defined in 18 USC § 2256(8) as encompassing any
visual depiction, to include a computer OI computer­
generated image, which "is, or appears to be, of a
minOi engaging in sexually explicit conduct" (Em­
phasis added) Federal law also criminalizes conduct
related to the production of a sexually explicit visual
depiction when the image(s) have been transpOited
in interstate or foreign commerce or mailed, or the
offender has reason to know the image(s) will be so
transpOited (18 USC 2251 )

Other federal law provisions prohibit individu­
als who themselves travel, or who transport a child,
across state or national lines intending to engage in
prohibited sexnal acts with a child (18 US C § 2241,
2243,2422, and 2423). The use ofcomputers to com­
municate with a child (OI someone whom the offender
believes to be a child) is often an integral part of these
crimes, despite the fact that the statutes themselves
do not make specific reference to computers Depend­
ing on the particular provision being considered, the
age of the child may be impOitant: some provisions
require that the child be younger than 12 years, while
others refer to crimes as defined by state law ("sexual
activity for which any person can be charged with a
criminal offense") (18 USC §§ 2422 (a) and (bl,
and 2423 (a))

The following section will examine each of the
examples provided at the beginning of this article and
discuss legal considerations related to possible crimi­
nal prosection of the described activity.

Scenado #1

In this scenario, the content of the e-mail mes­
sages received by the 12-year-old will be clUcial. If
the messages reveal an attempt by the sender to so­
licit, lure or entice the child to engage in any sexual
act, a state criminal violation may have occUired, par·­
ticularly if venue lies in one of the seven states indi­
cated above, which have statutes addressing solicita­
tion by computer. Even a more general 'lUling' stat­
ute which does not make specific mention of com-­
puters, if it exists, should apply. In order to proceed
in most states, there would have to be some indica­
tion that the individual who sent the e-mail messages
knew the recipient's age, and hence, intended to en­
tice a child/minor In this investigation, law enforce­
ment might want to assume the identity of the 12­
year-old, continue communicating with the sender,
and further explore his or her intentions, allowing the
sender to graphically describe the expected encoun­
ter with the child Often at thisjuncture, the sender's
actual identity is unknown To establish OI confirm
the individual's real name and address, investigators
can subpoena account infOimation from the sender's
e-mail service provider, and/OI can "chat" with the
sender about at least general information (e..g, what
city s/he lives in, where s/he works, etc). If the sender
lives in a state different than the 12-year-old's, and
intends to travel interstate to engage in sexual activ-

ity with the child, federal prosecution is a possibility

If, instead ofe-mail messages sent to the 12-year­
old, the "suggestive" material which upset the parent
was adult pomography posted on a Web site visited
by the child, there may be limits as to what lawen.
fOicement can do. The pOition of the federal Com­
munications Decency Act of 1996 ("CDA") which
attempted to prohibit the display of "patently offen­
sive" materials to persons under 18 was deemed by
the U S Supreme COUIt to be vague, overbroad and
an unconstitutional infringement offree speech (Reno
v. American Civil Liberties Union et aI, 1997)

Some states have attempted to regulate content
on the Intemet. For example, the legislature in New
Mexico, in a statute which became effective July I,
1998, has outlawed the "dissemination of material that
is harmful to a minor by computer," when it "depicts
actual or simulated nudity, sexual intercourse or any
other sexual conduct" (New Mexico Stat Ann, 1998)
Defenses are provided in this New Mexico statute if
efforts have been made to restrict access to the mate-
rial by minors Alabama law prohibits the transmis·­
sion of"obscene material to a child" by means ofcom­
puter, (Alabama Code.. Code I3A-6-1Il) and
Georgia's statutes include the crime of "electronically
furnishing obscene materials to minOIs"(Ga Code
Ann 16-12-1001 ) It remains to be seen whether such
statutes adequately address the concems about un­
constitutional vagueness and overbreadth found to
exist in the federal CDA statute (See Birch's articl.
in this issue of the AdvisarlOi an update on new fed­
erallegislation designed to regulate content online)

Scenario #2

In this scenario involving a missing 16-year-old
girl, law enforcement would clearly want to take im­
mediate steps to find the teenager and be sure she is
safe Obviously, an assault, Iddnaping, forcible sexual
contact, OI other criminal activity could be prosecuted.
However, if the girl met with "Bob" voluntarily, even
if they engaged in sexual activity, criminal sanctions
may not necessarily apply Under this scenario, the
state in which the sexual contact takes place makes
all the difference in whether and what criminal sex
offense charge(s) could be filed FOI example, if the

continued on next page

4The "age of consent" is 14 in Hawaii; 15 in Colorado;
and 16 in Alabama, Alaska, Arkansas, Connecticut, Dela­
ware, Georgia, Indiana, Iowa, Kansas, Kentucky, Maine,
Maryland, Massachusetts, Michigan, Minnesota, Montana,
Nebraska, Nevada, New Hampshire, New Jersey, North
Carolina, Ohio, Oklahoma, Pennsylvania, Rhode Island,
South Carolina, South Dakota, Vermont, Washington, and
West Virginia (Phipps: 1997) _ _ _ _ _•
SThe "age of consent" IS 17 In IIlmols, Louslana, MISSOUri, ­

New Mexico, New York, Texas; and 18 in Arizona, Cali­
fornia, Florida, Idaho, Mississippi, North Dakota, Oregon,
Tennessee, Utah, Virginia, Wisconsin, and Wyoming
(Phipps, 1997)
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investigation Ievealed that thele was consensual sexual
contact with Bob, the 16-yemc old would be at, 01 oldel
than, the "age of consent" in 32 states4 In 18 states
whele the "age of consent" is eithel 17 or 185, Bob
could potentially be chmged with a lelatively selious
sex offense. In states where the age of consent is 16
or lowel, Bob's conduct may still violate statutes
which plOhibit 'colIupting the mOials of a minOl,'
'conlIibuting to the delinquency of a minOl,' or an
equivalent offense, since a minm is generally consid­
ered to be someone under the age of 18 Howevel,
such Climes are typically classified as misdemean­
ors, and lIeated as less selious than
"lIaditional" child sex offenses

Bob's sending of adult por·
nography to the teen, unless the
images could be found to be "ob··
scene,'" is also likely to be diffi­
cult to plOsecute. Absent a special
statute which outlaws the lIansmis­
sion of such matelial to someone
under 18, ifit could legally be plO­
vided to adults, it can also be made
available to the 16-yemc old, unless
law enforcement and the plOsecu·
tor m·e wi11ing to pUIsue a 'conlIib­
uting' or 'morals' charge, as discussed above

Scenario #3

The third scenmio involves the discovely of what
is, or could be, child pornography on the Internet. 10
the extent possible, law enforcement would want to
evaluate whether the "helpful" teacher was himself a
collector of child pornography. Undoubtedly, inves­
tigators would be wise to advise the teacher to cease
any "investigative" effOlts, and provide all copies of
suspect images to law enforcement, retaining none
Othelwise, the teacher would technically be in viola­
tion of federal laws prohibiting the receipt and pos­
session of child pornography

While almost evelY state bans the plOduction,
sale, dislIibution, exchange and possession with in­
tent to dislIibute or sell, of child pornography, there
were 11 states, as ofl997, whose statutes did not pro­
hibit the simple possession of child pornography' As
a result, unless a suspect who has child pornoglaphy
on his or hel computel or othel media (e g , diskettes,
zip disks, CD ROMs) can be shown to have produced,
sold, disseminated, 01 possessed with the intent to sell
or disseminate, then prosecution unde! state law in
those II jmisdictions would be unlikely

A federal climinal chmge for possession is pos­
sible under §2252(a)(4)(B) when, assuming the othel

6For the federal obscenity standard, see Miller v Califor­
nia, 1973,

7Alaska, Arkansas, Connecticut, Maine, Massachusetts,
Mississippi, Missouri, New Mexico, Rhode Island, South
Carolina, Vermont, Child Abuse and Neglect State Statute
5eries, Child Pornography, December 31,1997

elements me met," the producing of such visual
depiction involves the use ofa minor engaging in sexu­
ally explicit conduct " Ihis provision has led to
defenses which assert eithel that the person in the
depiction may be over the age of 18 and thus uot a
minol, or that the image ilself could have been "ma­
nipulated" and thus does not involve an actual minOl,
a real person Computel programs which allow fm
the manipulation, or "mOlphing", of digital images
m·e easy to use and widely available today. The qual­
ity of this softwm·e continues to improve and it can
be difficult, if not impossible, to detect whether an

image has been manipulated, pmc

ticulmly if done well and when
there is no known "original" im­
age fOI compmison..

Ihe Child Pornography
Protection Act of 1996 was
passed, in pmt, to addless the
manipulation issue That Act
added 18 U SC § 2252A to the
federal law, which for the first
time uses the lelm "child pornog­
raphy," defined to include images
which are or "appear to be" of
minors engaging in sexually ex­

plicit conduct, or me presented in a manner which
"conveys the impression" that the matelial contains
such a depiction (18 USC §2256(8). As a result,
images which may have been manipulated, as long
as they appem· to be child pornography, could be the
subject offedelal prosecution. Application of this stat­
ute has, to date, led to diffeling results in the feder al
comts. FOI eXaIUple, in US v Hilton, the DislIict
ComtinMaine declmed 18 USC § 2252A(a)(5)(B)',
and the incOlporated definition found in § 2256(8)(B),
unconstitutionally ovelblOad (USv Hilton, 1998) In
the NOithern DislIict of CalifOinia, the Comt in Ihe
Free Speech Coalition, et at. v. Reno, found the same
statute constitutional. Both of those cases me pend­
ing appeal Undel these circumstances, the ability to
use this pOition of the new definition of "child por­
nography" found in § 2256(8)(B) may vmy, depend­
ing on the federal dislIict in which the case is hemd

The ovelwhelming majOlity of state child pOl­
nography crimes appem to require the involvement
of a real child, whether the Clime is possession, pro­
duction, 01 dislIibution. In fact, Kansas law regmd­
ing possession of child pornography states that the
image involved must show "a real child undel 16 yems
of age. " (Kansas Slat Ann §21-3516 ) OUI re­
semch located only one state with language similar
to the federal provision, Indiana, where knowing pos­
session of an image which "depicts or desclibes sexual
conduct by a child who is less than 16 yems of age,
or appears to be less than 16 yems of age, "(em­
phasis added) is defined as a Clime (Ind.. Code §35­
42-4-4). Ohio law allows for an inference "that a pelC

continued on next page
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munications) and wiretaps may apply, and be even
more restrictive

There is no doubt that those who exploit chil­
dren will continue to take increasing advantage of
available technology to facilitate their crimes In 01.
der to respond to these situations in the most effec-
tive way, investigators and prosecutors will need to
educate themselves about this complicated area, take
advantage of specialized training opportunities, and
increase efforts to implement federal and state coor­
dination (See Jezycki's article, this issue of the Ad·
visor, for more information on training opportunities
See also Whitcomb and Eastin, 1998 and the Educa-
tion Development Center and the Massachusetts Child
Exploitation Network, 1995) The legal system will
continue to evolve as it deals with more cases, and
new and better legislation can be expected, leading to
greater justice for exploited children
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"Zero Tolerance" for Possession ofChild Pomography," amending 18 US C 2252(a)(4) by replacing '3 or
more' with 'lor more,' and adding subsection (c) "Affumative Defense" Amending 18 U,S C 2252A(a)(5)
by replacing <3 or more images' with <an image,' and adding subsection (d) "Affumative Defense,"

New 18 U"S"C, § 2425 "Use of interstate facilities to transmit information about a minor."

Adding another jurisdictional base for production of child pornography, 18 USC § 2251(a) and (b)

New 18 US C, § 1470 '~nansfeI of obscene material to minors," Where minor is an individual who has not
attained the age of 16 years, Sentence: not more than 10 years,

Adding to 42 USC 13001, a § 227 "Reporting of Child Pornography by Electronic Communication Service
Providers"

New 18 US.C § 3486A "Administrative subpoenas in cases involving child abuse and child sexual
exploitation ..

SOn in the material or performance involved is a mi­
nor if the material or performance, through its title,
text, visual representation, or othelwise, represents
or depicts the person as a minor" (Ohio Rev Code
Ann. §2907 321) Both of these statutes still arguably
require the involvement of an actual identifiable per­
son, albeit one whose true age is misrepresented. The
manipulation defense, therefore, is one that can be
expected with regularity in state prosecutions ofcom­
puter child pomography cases In addition, cartoons
which are sexual in nature may not be subject to crimi­
nal prosecution based on similar reasoning, unless
state law specifically includes drawn images as a pro­
hibited item Because the language of state statutes
varies widely, whether a particular case falls within
the protection of any jurisdiction's law, will depend
on the interpretatiou ofprofessionals and courts within
that state

One final consideration in the response to the
third scenario is that law enforcement will almost
certainly be interested in ascertaining the source of
the child pornography. Both state and federal crimi­
nal prosecutions of the originator of the child por­
nography are possible, depending on the specific facts
discovered. In order to gather the information neces­
sary to build a case in either state or federal court,
investigators shonld be familiar with provisions of
federal wiretap law (18 U s.c §§2510 - 2522), the
Electronic Communications Privacy Act and the Pri­
vacy Protection Act. These federal laws require spe­
cial care to be taken when intercepting electronic com­
munications, when obtaining information from serc

vice providers, and when seizing information which
could be considered to be work product or documen­
tary materials if intended for public dissemination or
publication. Violation of the dictates of these statutes
can lead to possible personal civil liability for law
enforcement investigators. In addition, state laws re­
garding privacy (especially involving computer com-
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